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Social media is ever-changing

SOCIAL MEDIA
». o
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3

things you need to know
to succeed with social media
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1.
Know your place at the table
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We’re making a major change to how we build
Facebook. ... You can expect to see more from
your friends, family and groups. As we roll this
out, you'll see less public content like posts
from businesses, brands, and media.

And the public content you see more will be
held to the same standard -- it should

encourage meaningful interactions between
people.

Mark Zuckerberg, January 2018
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As brands put together campaigns and
messaging, they must remember that they
are guests at dinner, not members of the
nuclear family: their role in user feeds is

delicate, valuable and should be treated
with great care.

Sprout Social Index



...And We're at the Kids’ Table

* Friends
* Family
* News

* Funny cat videos <
e #Dogsoflnstagram

* Mouvie trailer

* “Which Saved by the Bell
character are you?” quizzes

e Stranger Things 4 theories

* Elon Musk’s rant tweets

* Those videos that show you
random mundane stuff
that’s oddly satisfying to
watch

* Someone’s downfall

* Pretty much anything
entertaining

SOPHOS

Coworkers

That person you met one
time who friended you but
you don’t want to delete
them cause they say
crazy/entertaining stuff
sometimes

Sophos, You, and almost
every other company



2.
Provide content that stops the scroll
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Our Social Media Philosophy

. Ed ti l
So_mal Content e
Triangle

e Must always be relevant
e Must always fulfill at least
two sides of the triangle

Relevant

Entertaining Builds good
will

SOPHOS
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If Content Is King, Then Engagement Is Queen

Tweets you are likely to care about most
will show up first in your timeline.

We choose them based on accounts you
interact with most, tweets you engage with,
and much more.

Twitter

SOPHOS
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...But We Must Engage Authentically

To build strong, long-term relationships on
social that go beyond click-and-buy, you must
expose people to your brand in a visually
satisfying way, link them to more information

and make authentic engagement a primary
focus.

Sprout Social Index

SOPHOS
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Creating engaging content

SOPHOS



o Sophos' 2021 threat report highlights a
ngaging Content Eg&=

Sophos £ @Sophos - Dec 1

The Sophos 2021 Threat Report is HERE. Get insights into the latest
ransomware threat actors and how they continue to innovate both their
technology and their criminal modus operandi at an accelerating pace.

121 Threat Report now ilable ‘&

our annual roundup of the

Read the repol

SOPHOS 2021

THREAT REPORT

Navigating cybersecurity in an uncertain world
SOPHOS
v t b

SOPHOS

SOPHOS 2021
THREAT REPORT

Mavigating cybersecurity If an uncertain world

CHESTER WISNIEWSKI _ *
- DDINIRIDAL.RESFARCH SCIENTIST
1:32 213 views

SOPHOS 2021
THREAT REPORT

Navigating cybersecurity in an uncertain world

Sophos News blog article Bite-sized video clips

Sophos 2021 Threat Report: Sophos
Navigating cybersecurity in an
uncertain world

Get the latest security news in your inbax.

_ - ep an eye out - we'll post the answer in the comments on Monday!

See more in th 21 Threat Report: https://Inkd.in/e-fX6tu

SOPHOS 2021
Seiien Sacid Rsinones. Soshos Al Cloud Sedirity THREAT REPORT
Sophos Rapid Response, Sophos Al, Cloud Security

By SophosLabs. Sophos Managed Threat Res
Navigating cybersecurity
in an uncertain world

administrator @

test

Sophos 2021 Threat Report

admin

= Remove vote

Naked Security blog article Social polls Twitter thread
SOPHOS



Engagement ideas
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Engagement Hack: Ask your Audience to Participate

Naked Security
@NakedSecurity

What's the most worst/most annoying/most useless

— AR
computer cable connector of them all? & =

Reply if you have a better answer.

Parallel port
Micro-USB
USB-C

PS/2 You can only choose two, go!

438 votes - Final results

Sophos @
@Sophos

Describe working in IT in 6 words.

We're retweeting the best.

7:30 AM - Jan 22, 2020 - Hootsuite Inc.

Sophos &
@Sophos

Describe your job using only a single GIF.

7:00 AM - Dec 9, 2020 - Falcon Social Media Management

Sophos &
@Sophos

What does VPN stand for?

Wrong answers only.

SOPHOS



Engagement Hack: Use your Community

B Sophos

-®

A projec lat to h A on (and t
launched!) r h . One of my mai

tool for our
ated

Sophos

ve® e f you as

ha'
*Pups NOT included with firewall purchase... Sorry :( hope is that our Soph
check out Soph

#DogsOfSophos

making m
atching this p

SOPHOS
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Engagement Hack: Monitor for and Utilize Trends

@ sophossecurity &
C_~Me

\\ sophossecurity & |s it phishy? 0 &
ishy? () &
Ny ©:
—_

> N\ Check out some telltale signs of
phishing to help you avoid the

/ /\\dodglng phisherman’s net with the link in bio.

o

Sophos &
@Sophos

Incorrect password
Incorrect password
Incorrect password

R > Change password
#sophos #cybersecurity #phish

#phishing #cybersecurity #infosec

Previous password cannot be reused

activatesolutions19 are you
making it a sticker?2?

( ([~ phishing

[N

PN

| 1/ Sophos € @Sophos - Nov 21
L/ emails Literally all | do as a Firewall:

-®
Teamwork makes the dream work.
Switching to a Sophos next-gen cybersecurity system allows your firewall and

endpoint to better work together AND reduces the amount of time the IT team
spends on security admin.

DROP
DROP

Learn more: https://Inkd.in/dTGNNTf

% Instructions @x86instructions - Nov 20
Literally all | do as a CPU:

push rbp

mov rbp, rsp

mov rax, [rbp - 8]
mov [rbp - 8], rax
mov rax, [rbp - 8]
moav [rbp - 8], rax
mov rax, [rbp - 8]
mov [rbp - 8], rax
XOr rax, rax

pop rbp

ret twitter.com/bitshiftmask/s...

SOPHOS



3.
Adapt your content for each platform

SOPHOS



This Used to Work

Create asset Copy and paste to social
SODhOS News @ Sophos & @Sophos - Mar 19

A connected approach to compromised mailbox security

A connected approach to
compromised mailbox security

A connected approach to compromised mailbox security

Your mailbox is more valuable than ever to attackers, with 93% of company
breaches in security now starting with a phishing email. Whether users ar...

SOPHOS

Hope users leave the social
platform to see asset

Sophos News

A connected approach to
compromised mailbox security

21



Adapt Adapt Adapt

Adapt for social, hope users engage _and then leave social

Createle with the asset on platform... platform to learn more

Sophos
Published by Falcon.io @ - December 22, 2020 at 8:55 AM - @

How SophosAl Stops BEC gift (5 Fe

look out for. Often, in Business Email Compromise (BEC) gift card scams,
scammers will pose as someone from the targets’ company with a

seemingly simple request.

ca rd s ca m S Often, in Busin ‘mail Compromise (BEC) gift card sca s
will pose as someone from the targets’ company with a seemingly simple

request.

Sometimes a successful scam is just a simple ask away... Here's
what to look out for.

to look out

December 21, 2020

3
9 it MALICIOUS EMAIL DETECTION

More from ¢
Read more from Sophos Al: https://ai.sophos.com/ 1ow-sophosal

s-bec-gift.

Anatomy of a .
Anatomy of a S

gift card scam ik

Gift cards are a favorite way for scammers to squeeze money out of their victims. Unlike wire or
bank transfers, where the bank or the transfer service tracks the transaction and may have fraud
protection in place, the only information needed to redeem the value of a gift card is the
alphanumeric code on the back, which can be sent via email or read out over the telephone. Once
scammers have the code, they can then sell it on at a discount, converting it into their local
currency without any sort of paper trail linking them to either the gift card or their victims, and .
withaut any pesky banks [and their anti-fraud measures) looking over their shoulders. g Ift C a rd S C a m 5::::2 o
While a lot of retailers and companies that use gift cards have taken measures to limit the
damage that scammers can do - capping the maximum amount you can buy in a day, for
instance - the simple fact is that what makes these types of cards useful is exactly what makes
them attractive to scammers. They're as good as cash to anyone who wants to buy something
from the company that issues the card, and they can be “sent” instantly and without a trace
anywhere in the world in seconds

Some scams are fairly elaborate and require a high degree of invalvement from scammers. Tax
authority scams - telling targets that they owe money to the Internal Revenue Service (or some
equivalent agency) and must immediately pay off the debt or go to jail - often involves
scammers staying on the phone with their targets for an hour or more, walking them through the
process of buying a gift card and transferring the code to them. Tech support scams require
scammers to be able to convince targets to install remote administration software on their
computer, and then convince them to buy a gift card

SOPHOS
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Same content, different results
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September 2020

BOTTOM 3

f 1

SOPHOS



November 2020

SOPHOS

Sophos &
@Sophos

» i sor)h Lifsoryq »
n Free security tools happy dance.

See all our FREE security tools here: sophos.com/en-
us/products...

FREE SECURITY TOOL

Cloud Optix continually monitors AWS, Azure, and Google
Cloud configurations, detecting suspicious activity, insecure
deployments, and over-privileged |IAM roles, while helping
optimize cloud costs. Stopping potential cloud

environment breach points before they are

detected and compromised. Sophos now

provides the ability to monitor 25 cloud assets

absolutely free

SOPHOS

BOTTOM 3

> L




December 2020

g Sophos

we®

"Oops, your important files are encrypted." &

See more about the realities of ransomware: https://Inkd.in/dk_CRr8 f

BOTTOM 3

in ’l

SOPHOS



Measuring progress

SOPHOS
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Stats and Reporting — Questions to Ask

Start with your goals Know your options Establish a base
Grow my following? What platforms am | How often should | pull
Create a community? tracking? stats?
Educate + inform my What stats are available Should | be pulling the
audience? to me? same stats each time?
Learn what content my How/where am | keeping
audience wants/needs? track?
Increase engagement on
my posts?

©) ih,

SOPHOS



Stats and Reporting — Getting started

Engagement stats:

HIES
Comments
Shares
Video views

Followers
Clicks/traffic

Content performance:

SOPHOS

Top and bottom
performing posts

Use a common metric

between the platforms
you’re measuring — we
use impressions

Sophos Corporate

Followers (total)

Followers (growth)

Interactions - Engagement (like, reply, comment)
Interactions - Amplification (re-tweet, share)
Traffic to Sophos.com

Not including Nak Sec

December Top - Instagram December Bottom — Instagram PR

q stages of
RAPID RESPONSE
o

.......

ACTIVE il
AINCIDENT?A p——

Every second counts.

3tips for safer v
online shopping - -

. = B ) I R0 B = P
067674 O P
SOPHOS 2 - MTR Casebook

An active adversary B
caughtin the act

SOPHOS SOPHOS



Sophos Support
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#1 Use Our Social Content

« Sophos products, * Industry news and « SophosLabs threat
resources, news security advice research

* Daily posts on all * Daily posts on all e ~5 detailed reports
platforms platforms per month

& @ :
oo ° @ ®e

Add value and authenticity by personalizing with your own comments

SOPHOS



or Example...

facebook — m— T

naked security

The latest cybersecurity news, opinion and advice from Sophos
Naked Security by
Sophos

Naked Security by Sophos
11J at 06:25 - Q

Real spy movie stuff . /% T We explain the hack in plain English (or at
least without the heavy-duty mathematical bits)... enjoy!

NAKEDSECURITY.SOPHOS.CON
Google Titan security keys hacked by French researchers

Re an now made software c clonable” Tita

11 comments 8 shares

SOPHOS

Enable Wireless
Protection

547

Sophos

(6
©

Qv

sophossecurity @ « Follow

sophossecurity @ Sophos XG
Firewall(v18)- How to Configure and
Deploy a Wireless Network

Hey, did you know that our Sophos
Support team has a whole YouTube
channel dedicated to creating helpful
content just for you?

Check out their latest video where
Jelan will walk you through a basic
configuration and deployment of a
wireless network on the Sophos XG
Firewall. &

See more from Sophos Support on

youtube.com/user/Sopho
sGlobalSupport

177 views

Log in

N

SophosLabs

&«

CYBERSECURITY
EVOLVED.

SophosLabs

©

SOPHOS -.lobs




Want Video? We’ve Got Video

SOPHOS

Sophos

+ Follow

Collaborators

d

A Quiz  # Tableau B Licens:

1244 videos

Sophos Managed Threat Response (MTR) Overview

DATA THEFT CREATES A SECONDARY EXTORTI(

Sophos / Collections / Showcases

Evolve 2020 Demo Stage Evolve 2020 Demo Stage
0 Videos / 3:22:01 0 Videos / 00:00

EDR 3.0 Live Discover and Live Resp...
13 Videos / 1:56:36

Sophos LATAM Videos
43 Videos / 25:14:30

Evolve Ads
4 Videos / 02:04

Sophos Phishing.and Breach Vid Sophos Campaign Videos
6 Videos / 59:25 42 \ideos / 1:46:32

Sophos. Social Media Videos Sophos Case Study Videos
58 Videos / 1:28:09 19 Videos 7 58:19



Add your referral ID to all links to the Sophos website

SOPHOS



NewsSync: Content For Your Website

SOPHOS

Facebook sues
developers over data-s...

- Study throws security

\% shade on freel...

Citrix admits attackers
breached its...

, B Email list-cleaning site
& may have le...

naked security = sopHos

Plugin pulls Naked Security
articles directly onto your site

Flexible implementation options

Get code from the Partner Portal



#2 Use Our Product and Hot Topic Content

Sophos News
SOPHOS SOPHOS

SOphOS' 2021 threat report hlghhghts a 3 ways SD-WAN can he'p secure your
path forward industry’s digital transformation

9000

SOPHOS 2021
THREAT REPORT
Navigating cybersecurity in an uncertain worl
7 R 2t THE STATE OF
CLOUD SECURITY 2020
The results of an independent study
gers across 26 countries of 3,521 IT managers hosting data

and workloads in the public cloud

news.sophos.com

SOPHOS



#3 Get Co-brand Content Created for You

> <

Co-brand social tiles

Local language tiles (you provide translation)
Referral ID support

csc@sophos.com

SOPHOS



Plus Twitter and LinkedIn Pages Just for Partners!

CYBERSECURITY
EVOLVED. .

Sophos Partners

@SophosPartners Follows you

All the latest Sophos channel and partner marketing news. Follow the Sophos
family: @Sophos @SophosSupport @NakedS rity @SophosLabs

© Serving our global partners [5 Joined January 2012

271 Following 5,298 Followers

Twitter @SophosPartners

SOPHOS

CYBERSECURITY

EVNDIVVED

W W s W s by s

Sophos Partners

Delivering award-winning, exclusive resources to our network of reseller, MSP and OEM partners. _l_

#CybersecurityEvolved

Computer & Network Security - 5,694 followers

ﬁ - 117 followers in your network

Visit website 2 JEYLLED

LinkedIn page - Linkedin.com/showcase/sophos-partners

38



Canva

Online design platform

Created for users with no design
experience but robust enough to
serve those with design background

User friendly

Easy to navigate, create, edit, share,
and export designs

Customizable

Includes pre-designed templates
and elements that are totally
customizable OR start from scratch
and create your own design + add
your own brand elements

SOPHOS

Key tips from
incident

response

experts

Key tips from
incident response,
experts

Key tipS from / Key tips from

e incident
incident responsey response

experts experts

SOPHOS SOPHOS

ecurity evolved. Cybersecurity evolved.

SOPHOSSOPHOS

l065 lobs soesioslabs soesoslabs

soPHos|QbsS
soPHOSlabsSOPHOS HOME

~
cbs® & #% X 2
) & X == X

8 ekt ' /"““ @
& rogrt

g SOPHOS HOME
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EEEEEEN
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Three Actions to Take Away

Follow Sophos Partners on Twitter and LinkedIn

Check out the Sophos social channels and content
decide which ones most benefit you

Set goals and track your results

SOPHOS



Sophos Social Links

Twitter = @NakedSecurity
Instagram = @nakedsecurity

YouTube = Naked Security

Twitter = @Sophos

Instagram = @sophossecurity

YouTube = Sophos

Twitter = @SophoslLabs

Twitter = @SophosDevOps

SOPHOS

Facebook = @SophosSecurity
LinkedIn = Naked Security

Facebook = @securitybysophos
LinkedIn = Sophos

g Twitter = @SophosAl

41



Questions... Ideas... Comments? - Reach out to us!

Sally Adam
Marketing Director

Delaney Gembis
Social Media Specialist

Anna Becker

Senior Marketing Manager Field
BeNelLux/ EE & MSP EMEA

SOPHOS

Britta Schwaldat
Marketing Specialist BeNelLux



mailto:Anna.Becker@Sophos.com
mailto:Britta.Feyen@Sophos.com
mailto:Delaney.Gembis@Sophos.com
mailto:Anna.Becker@Sophos.com
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Cybersecurity evolved.



