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About Me

• Commercial Lead – Global Public Cloud

• Ex Microsoft & Barracuda Channel 
Evangelist 
o Specializing in Cloud Migration & Security

• Joined Sophos in June 2018

• Love to build long lasting relationships

• Find the Public Cloud Fascinating

• Keen Football Coach & Secret Karaoke 
Fan!
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Pizza as a Service
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The public cloud is defined as computing services offered by third-party providers over 
the public Internet, making them available to anyone who wants to use or purchase them.



Public Cloud Adoption Drivers

Trade CapEx 
for OpEx

Benefit from massive 
economies of scale

Stop Guessing 
Capacity

Increase Speed
and Agility

No more expensive 
data centers

Go global in 
minutes
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Shared Security Model
and Sophos Public Cloud Security
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Cloud Security is a Shared Responsibility
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Security 
IN the
Cloud

Security 
OF the
Cloud

Your 
Responsibility

Cloud Provider 
Responsibility
AWS, Azure, Google

Foundational 
Services Compute Network Storage Availability 

Zones

Network 
Security

Inventory 
Configuration

Access 
Controls

Data 
Security

Host 
Security

WAF IPS VPN
Outbound 

Proxy
Next-Gen 
Firewall

Applications and Content



– Sophos Cloud Optix
Data 

Security

‒ XG Firewall
‒ Sophos UTM
‒ Intercept X for Server

– Customer updates OS 
and Applications

Your Responsibilities
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Security IN the Cloud

Host 
Security

WAF IPS VPN
Outbound 

Proxy
Next-Gen 
Firewall

Applications and Content

Network 
Security

Inventory 
Configuration

Access Controls



Security Best Practices



Public Cloud Providers Security Best Practice Guidance

• Each of the 3 big Public Cloud providers 
publish Security Best Practice guides

• All talk about how to:
o Configure accounts and services

o Securely manage access

o Use encryption tools

o And discuss why additional layers of 
security

• Each guide is more than 50 pages in 
length with AWS guide totaling 73 
pages!
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Available Solutions
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✓ Sophos Cloud Optix

✓ Intercept X for Server

✓ XG Firewall

✓ Sophos Cloud Optix

✓ Intercept X for Server

✓ Sophos Cloud Optix

✓ Intercept X for Server

✓ UTM



Sophos           Central

Phish Threat Encryption MobileWireless ServerEmail

SOPHOS CONFIDENTIAL 12

Evolution of Prevention & Response



The Importance of Visibility
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The Importance of Visibility 
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Credit: Martin Handford, author/illustrator



16

https://isitonaws.com 



Public Cloud Security Breaches

of cloud security failures will 
be the customer’s fault

95%

Source: Gartner, Clouds Are Secure: Are You Using Them Securely? by Jay Heiser

SIX MILLION PII RECORDS

20 THOUSAND CUSTOMER RECORDS

200K CUSTOMER CALL RECORDINGS EXPOSED

LARGE DISCOUNT BROKERAGE FIRM

HOLIDAY BOOKINGS SERVICE

TELECOMMUNICATIONS COMPANY

By 2020



Public Cloud Security Breaches

of Amazon’s S3 storage 
buckets leaking sensitive data 

and company secrets

1 in 6

Source: There's a Hole in 1,951 Amazon S3 Buckets, Rapid 7 18



Automated Attacks
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Sydney
18 min 56 Secs

Paris
17 min 20 Secs

Sao Paulo
52 Seconds!

5 Million 
Attempted Logins In 30 days



Moving to the Cloud
The Challenges

If you can’t see it, you 
can’t secure it

Visibility

Ever-changing, auto-
scaling environments

Compliance

Complex attacks but 
limited resources

Response



Sophos Cloud Optix
The Resolution

If you can’t see it, you 
can’t secure it

Visibility

Ever-changing, auto-
scaling environments

Compliance

Complex attacks but 
limited resources

Response

Continuous Visibility 

Topology Visualization

Anomaly Detection

Continuous Compliance 

Compliance Customization

Compliance Collaboration

Drift Detection

Guardrails and Remediation

Proactive Template Scanning
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Synchronized 
Security



END-TO-END 
VISIBILITY
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• Full asset inventory 
(AWS, Azure, and GCP)

• Network topology 
visualisation

• View traffic flow 
(ingress/egress/
internal)

• Security Group 
analyses how traffic 
may flow 

• Analyse Host traffic for  
hidden vulnerability 
i.e. open databases



CONTINUOUS 
COMPLIANCE
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• Continuous monitoring

• Custom policies

• Out of the box 
templates 

• GDPR, CIS, SOC2, 
HIPAA, ISO 27001 
and PCI DSS

• Guardrails prevent 
changes to critical 
systems

• Jira and ServiceNow 
integration



AI-POWERED 
ALERTS AND 
RESPONSE
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• Identify suspicious 
logins and API calls

• Detect suspicious 
traffic patterns

• Close open storage 
buckets (S3) and ports 

• Detect configuration 
drift

• Scan IaC templates in 
Github, Bitbucket and 
Jenkins Pipeline 
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Credit: Reddit u/Marthy_Mc_Fly

Worked fine in Dev
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Cloud Optix: Security + DevOps Sample Workflow

D
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Se
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Success Stories

“Because of the real-time topology visualization diagrams and the out of the box 

compliance templates in Sophos Cloud Optix, we've saved weeks of time, preparing for our 

SOC 2 audit and gathering evidence. This is the first time I've looked forward to providing 

evidence to our auditors.”

- Ryan Stinson, Manager of Security Engineering, HubSpot Inc.

“Sophos Cloud Optix provides us a comprehensive network topology diagram with real-

time traffic of our cloud environment. I have better insight into our cloud network security 

posture than ever before.”

- Jessica Mazzone, Security Engineer, HubSpot Inc.
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“Our compliance team is now able to run reports for compliance audits in seconds, which 

was previously manual and exceedingly time consuming.”

- Aaron Peck, Vice President and CISO, Shutterfly Inc.



CONTINUOUS
Compliance assessments

MULTI PLATFORM
Amazon Web Services, Microsoft Azure, 

and Google Cloud Platform

UNLIMITED
Admin Users

ASSET BUNDLES
Server and database instances

Simple Licensing
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New Assets Available to Customer 
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Q & A
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